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Overview:  7th Grade - Lesson 3

 7th GRADE - Lesson 3 Overview

LESSON 
TIMING

• Prep time: 15 minutes

• Lesson time: 45 minutes (or two 25-minute lessons)

 – The noted lesson time is the average  time it will take you to present the 
lesson. 

 – Suggested times are noted on each page of the script.

 – If presenting this lesson in two shorter lessons, the break is noted in the 
script. 

 – Monitor your time/pacing for each section to help you present the lesson 
within the alloted time. 

 – Throughout the lesson, monitor students’ comprehension and adjust 
instructional pace to allow for additional processing, student response, 
etc.

 – Depending on the amount of discussion, the number of students allowed 
to answer each question, the number of additional questions students ask, 
etc., it may take longer to complete the lesson. 

 – To help facilitate discussion, when asking students questions, call on two or 
three to elicit answers and then move on.

 – It is better for student learning and safety to allow for more time, rather 
than to skip content or scenarios.

LEARNING 
OBJECTIVES

• Students will demonstrate retention of Lesson 2 concepts.

• Students will use the 5 Safety Rules to prevent, recognize, and respond 
appropriately to unsafe situations.

• Students will understand how decision-making relates to digital safety.

• Students will understand the rights and responsibilities of being a good digital 
citizen.

• Students will understand and learn to avoid the digital risks from peers, 
themselves, and others.

• Students will demonstrate increased knowledge regarding cyberbullying and 
reporting.

MATERIALS • Classroom PowerPoint Lesson (on Facilitator Flash Drive)

• Facilitator Script

• “We Follow the Safety Rules” Classroom Poster

• Safety Connection 7.3: Parent Information and Activity Sheets

• Student Think-Learn-Do Sheet 

• Disposable Screen Cleaning Cloth
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Overview:  7th Grade - Lesson 3

  7th GRADE - Lesson 3 Overview Continued...

KEY 
TERMS • Cyberbullying

• Digital Citizenship

• Digital Footprint

• Digital Identity 

• Digital Reputation

• Digital World

• Online Predators 

• Pornography

• Sexting 

• Vulnerabilities

FACILITATION 
TIPS

• Before starting the lesson (it is helpful to arrive to the classroom 5 minutes early 
to do the following):

 – If not done previously, hang the Safety Rules poster in a visible location in 
the classroom.

 – Write the key terms on the board to refer to throughout the lesson.

• Have students remain seated at their desks or tables.

• Key terms are located throughout the script as bolded and underlined words. 
Throughout the lesson, please define these words for students to ensure their 
comprehension.

• To help guide discussions, suggested answers to questions are in parentheses 
after each question.

• Reinforce correct answers and if any students answer incorrectly, validate 
their answers with a comment like, “It is hard to know the difference 
sometimes between something that is safe or unsafe, but let’s think about this 
one some more.”

• It may be helpful for students to have paper and a pen/pencil out during the 
lesson to write down any words or concepts they don’t understand, questions 
they may have, or stories they may wish to share with you later.
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7th Grade - Lesson 3 PAGE 1

1:00

WELCOME & INTRODUCTION
CLASS WELCOME

 » Begin by welcoming students and discussing lesson and behavior 
expectations in whatever way is appropriate. 

LESSON INTRODUCTION

 » Today, we are going to do another lesson from the MBF Teen 
Safety Matters program to help you learn how to be safe.

 » During  Lesson 2 we learned about physical safety. Today we’re 
going to talk about digital citizenship and digital safety.

 » Because much of this information may be new to you, and 
because this is such important information, I ask that everyone 
please pay attention and participate in the discussion and 
activities.

 » If you have any personal stories to share related to what we are 
discussing today, I want you to know they are very important, but 
because we have a limited amount of time to get through the 
lesson, I ask that you wait to share them with your teacher or with 
me after the lesson.
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CHECK-IN

 » Before we get started with today’s lesson, let’s do a quick Check-In 
to review Lesson 2. 

 » I am going to read a few statements, and as I read each 
statement, if you think the statement is true, show me a thumbs up.

 » If you think it is false, show me a thumbs down. 

CHECK-IN STATEMENTS

1. An Upstander is someone who sees bullying happening and 
does something to stop it. (Thumbs up/True.)

2. Relationship abuse in teens is always emotional. If the abuse 
is physical it is a different kind of abuse. (Thumbs down/False. 
Relationship abuse in teens can be physical or emotional.)

3. Sexual abuse is always physical and usually happens only to 
younger kids. (Thumbs down/False. Sexual abuse can happen 
in many ways, such as touching, talking, and looking, and can 
happen to children or teens of any age up to age 18.)

4. Children and teens are more likely to be abused by strangers, or 
people they do not know. (Thumbs down/False. Remember, 90% 
of abuse happens by someone known.)

5. Sex trafficking only happens to older teens, not to younger kids. 
(Thumbs down/False. It affects all ages and both boys and girls.)
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DIGITAL WORLD DECISION-MAKING

 » Your generation has grown up in the digital world. This includes 
communicating and sharing by texting, emailing, video chat, cell 
phones, messaging apps, and the Internet, which includes social 
media, websites, virtual reality, augmented reality, and online-
gaming.

 » The digital world is a place where content and information about 
almost anything is just a click away. 

 » Although the digital world has helped people become more 
connected, there are many digital risks and dangers associated 
with online use. 

 » Some of these dangers come from your peers, others from 
predators, and sometimes you actually put yourself at risk.

 » In Lesson 1, we talked about decision-making skills and how 
important they are to your safety and success.

 » This is true regarding your use of technology as well.

 » From how much time you spend online, to what you post about 
yourself, and how you interact with others online, your decisions 
will impact you and others long into the future, and this impact 
can be either positive or negative.

 » So, today we’re going to talk about some of your decisions and 
about digital citizenship and safety.
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“DIGITAL-CITIZENSHIP”

 » Raise your hand if you have heard the term digital citizenship. 
(Raise hands)

 » What do you think digital citizenship means? (Elicit responses)
 » Digital citizenship is the safe, responsible, and respectful use of 
technology.

 » Let’s watch a video about digital citizenship. 
 - Play Video (2:03) 

FOLLOW-UP
 » This video contained a lot of important information for you. As we 
go through the lesson today, we will discuss the ideas presented 
in the video in more detail. Let’s start with your rights and 
responsibilities as a digital citizen.

 » What are some of your rights? (Elicit responses being sure to cover 
the following:)

 – The right to share and receive information
 – The right to connect and communicate with others
 – The right to privacy and safety

 » Let’s see if you can remember some of the responsibilites you have 
as a digital citizen. Raise your hand if you can name one. (Students 
will not remember all of these, so elicit a few responses and then 
read the following list as a reminder:)

 » You have the responsibility to:
 – Respect yourself and others
 – Share positive, kind, appropriate things
 – Avoid cyberbullying and digital drama
 – Establish a good digital reputation
 – Use good digital etiquetteand avoid using offensive 

language
 – Avoid and report inappropriate content
 – Be ethical and respectful of others’ work (don’t steal, cite 

sources, etc.)
 – Keep yours and others’ information private (avoid checking 

in, geomapping, etc.)
 – Understand the privacy terms and policies of apps and sites 

you use.
 » We’ll alk more about these throughout the lesson, but first, why is 
digital citizenship important? (Elicit responses)

 » Everything you post and do online can follow you throughout 
middle and high school, college, and even when you get a job, 
and it has the potential for contributing positively or negatively to 
your digital reputation.

 » Introduce the video.
 » When you are ready 
to watch the video, 
move your mouse 
until the cursor and 
start button appear 
on your computer 
screen. 

 » Click start to play. 
 » At the end of the 
video, complete the 
follow-up discussion, 
then you can 
advance to the next 
slide. SA
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SAFETY CHECK
 » Your digital reputation, or your digital identity or digital footprint, is 
essentially a history of everything you’ve ever done online.

 » So, it’s important to be a good digital citizen and to be safe and 
smart online.

 » Let’s do a Safety Check to see how you interact with technology 
and how much you know about digital dangers, or unsafe 
situations and people you may encounter when online or using 
digital devices.

 » During this safety check, I will read a statement. If your answer is 
yes, stand up beside your desk. If your answer is no, sit down or 
remain sitting.  

SAFETY CHECK STATEMENTS
1. I have a personal social website, like Snapchat, Instagram or a 

blog.
2. I post my full name, address, or school name on personal social 

websites or other places online.
3. I “check-in” online when I go places, like restaurants or to a 

friend’s house.
4. I think deleting a file (picture, video, text) from digital tools 

like media cards, cell phones, computers, etc, removes it 
permanently.

5. I believe that I can truly be 100% anonymous or “private” in a 
digital world.

6. I share pictures, videos, or texts online that I would not share with 
a criminal, enemy, or current or future family member. 

FOLLOW-UP 

 » There is a more in-depth version of this quiz on the IROC2.org 
website that I encourage you to visit.

 » The point of this quiz is to help you identify how your online 
behaviors and actions may be increasing your risk of facing a 
challenging or dangerous situation.

 » The Safety Rules we learned in Lessons 1 and 2 can also help you 
stay safe when you are facing online risks and challenges.
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SAFETY RULES REVIEW

 » Let’s review the 5 Safety Rules you can use to help you stay safe.

 » Each rule has an icon to go with it to help you remember it.

 » As we address the different topics today, we will consider how 
each of these rules can help us.

CLICK TO START AND TO ADVANCE TO THE NEXT RULE. 

SAFETY RULE #1 IS KNOW WHAT’S UP

 » Knowing What’s Up means you are aware of your environment 
and people around you, both online and offline, and how it may 
impact you and others.

SAFETY RULE #2 IS SPOT RED FLAGS

 » Spotting Red Flags means being aware of potential dangers, 
online or offline.

SAFETY RULE #3 IS MAKE A MOVE

 » Making a Move involves using positive decision-making skills to 
respond to new or unsafe situations, both online or offline. You 
can Make a Move by getting away and staying away from unsafe 
situations or people, and in the digital world that means staying 
away, navigating away from, or blocking unsafe websites, apps, 
and people.

SAFETY RULE #4 IS TALK IT UP

 » Talking It Up means knowing you have a voice and using your 
voice if you or others are in an unsafe situation, online or offline.

SAFETY RULE #5 IS NO BLAME | NO SHAME

 » No Blame | No Shame reminds you that you are never at fault and 
you are never to blame if an adult or another teen hurts, bullies or 
abuses you, and it is never too late to tell. This applies in the digital 
world as well. If something happens to you online, you need to use 
your Safety Rules and get help, and it’s never to late to do that.

Let’s review all the Safety Rules. Everyone say them with me.

 - Safety Rule #1 is Know What’s Up

 - Safety Rule #2 is Spot Red Flags 

 - Safety Rule #3 is Make a Move

 - Safety Rule #4 is Talk it Up 

 - Safety Rule #5 is No Blame | No Shame

 » Remember the 
Safety Rules are the 
foundation of the 
MBF Teen Safety 
Matters program. 

 » It is important to 
review and reinforce 
the Safety Rules as 
often as possible 
so students will 
remember and use 
them. 

 » Please deliver the 
Safety Rules with 
enthusiasm and 
have students repeat 
them at the end to 
facilitate learning. SA
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OVERSHARING

 » Let’s talk more about your digital reputation, as this is an important 
part of being a good digital citizen.

 » Digital citizenship is the safe, responsbile, and respectful use of 
technology.

 » When we did the Safety Check earlier, some of you said you have 
social media pages or profiles. How does what you post on those 
profiles impact your digital reputation? (Elicit responses)

 » Another online behavior that may put you at risk is oversharing.

 » According to the Cyberbullying Research Center, every single 
second:

 – 4,000 pictures are uploaded to Facebook
 – 700 pictures are uploaded to Instagram
 – 4,600 “snaps” are sent
 –  5,700 “tweets” are posted
 – 66,000 people search using Google
 – 60 users pin to Pinterest
 – 100 minutes of video is uploaded to YouTube
 – 5 ½ gigabytes of data are uploaded to Facebook

 » And for the record, girls post and tag twice as many photos as 
boys.

 » So how many times do you go online and post each day? (Elicit 
responses)

 » In today’s digital world, which is constantly growing and 
expanding our connections, it is important that you think about 
not just how much you post, but what you post.

 » So how do you know if you are oversharing?

 » How do you know if what you are posting needs to be shared?

 » How do you know if what you are sharing is increasing your digital 
risk and if it will put you in danger from others or if you are harming 
yourself by negatively impacting your own digital reputation?
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PUBLIC AND PERMANENT®
 » The last thing they said to think about before you post is to post 
private. Let’s talk more about that.

 » What does that mean? (Elicit responses)

 » The website IROC2.org has coined a phrase and a mindset called 
“Public and Permanent.”

 » What do you think public and permanent mean as it relates to 
technology? (Elicit responses)

 » Everything you do online can become public. 

 » Even if you have your settings set to private, or just so friends can 
see your posts, and even if you believe your posts are anonymous 
or private, many people can instantly see them once they are 
posted or shared. 

 » Raise your hand if you have ever sent or posted something and 
wished you could take it back. (Raise hands)

 » Once sent or posted online, anything can become permanent.

 » Even if you delete a post or picture from the web or a device, 
once it is shared or posted online, it can remain permanent.

 » If you keep these guidelines in mind when you are making 
decisions about what to post, you will be well on your way to 
being a responsible digital citizen and to creating a good digitial 
reputation for yourself.

 » If you don’t follow these guidelines, how might it impact your 
digital reputation in a negative way? (Elicit responses)

 » Colleges, future employers, and anyone else may be able to 
look at your past online behavior and use the information to form 
opinions about you, such as your character, your employability, 
etc.

 » Therefore, it is extremely important to be prepared for anything  
you do online to become public and permanent. If you post 
negative or inappropriate things, you can harm yourself or others - 
today or in the future.

 » I encourage all of you to visit the website IROC2.org to learn more 
about public and permanent.

 » Public and 
Permanent is 
a registered 
trademark of the 
Institute for Online 
and Cellphone 
Communication, 
IROC2.org. 

 » Write the website, 
www.iroc2.org on 
the board and 
encourage students 
to visit it to learn 
more. SA
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SEXTING

 » Raise your hand if you have heard the term sexting. (Raise hands) 

 » Sexting, which involves sending sexually explicit messages or 
images to someone via digital technology, is one example of 
something that can become public and permanent and have 
negative short- and long-term consequences. 

 » Some people will take risks or be less careful about what they 
do online because they think they are anonymous or don’t think 
anything bad can happen to them.

 » Many people have sexted with someone thinking their pictures 
would remain private.  

 » But pictures and texts may be forwarded and sent to a lot of 
people, and they can also be put online for everyone to see. 

 » You need to be aware that relationships can change quickly 
and someone you trust today may not be a friend tomorrow. This 
is often how private images sent to one person get shared with 
others. 

 » If you choose to send someone private or inappropriate images, 
you need to understand that besides getting into trouble for 
sending or receiving inappropriate images, your private images 
may be shared with others whom you would not want to see them.

 » Once they are shared, there is no way to stop this or get them 
back.

***STOP AFTER THIS SLIDE IF YOU ARE IMPLEMENTING THIS 
LESSON IN TWO 25-MINUTE LESSONS***

 » IF YOU ARE 
IMPLEMENTING IN 
TWO 25-MINUTE 
LESSONS, RATHER 
THAN THE STANDARD 
45-MINUTE LESSON, 
STOP AFTER THIS 
SLIDE. TELL STUDENTS 
YOU WILL BE BACK 
SOON TO FINISH THIS 
LESSON. REMIND THEM 
TO PRACTICE THE 5 
SAFETY RULES IN THE 
MEANTIME.
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WHAT WOULD YOU DO?
 » In the video, you can see how one decision can spiral out of 
control.

 » Let’s do a turn and talk activity to talk a bit more about this.

 » Everyone partner with the person nearest to you.

 » I want you and your partner to discuss the following questions.

 » I will give you a few minutes to discuss them.

QUESTIONS

1. Someone asks you to send them inappropriate pictures. What 
would you do? Practice saying it to your partner.

2. A friend tells you someone asked them for inappropriate images. 
What would you say or do to discourage them? Practice with 
your partner.

3. You get a text from a friend. It is an inappropriate picture of a girl 
with a mean caption. He is laughing and tells you to pass it on in 
a group text. What would you do?

FOLLOW-UP

 » I want you to share how you would deal with these situations. 

 » Elicit responses from one or two pairs for each question:

1. Someone asks you to send them inappropriate pictures. What 
would you do? 

2. A friend tells you someone asked them for inappropriate images. 
What would you say or do to discourage them? 

3. You get a text from a friend. It is an inappropriate picture of a girl 
with a mean caption. He is laughing and tells you to pass it on in 
a group text. What would you do?

 » Remember that sexting is a digital danger that you can control by 
making smart decisions.

 » Sexting is also illegal, and not just if you send it, but also if you 
receive a nude or explicit image from someone else and either 
forward it or don’t report it.

 » However, if you receive an inappropriate image you did not 
ask for, if you don’t share it with others, and if you report it to a 
Safe Adult, such as a parent/guardian, school official, or law 
enforcement official, you are making a smart digital decision and 
will not get into trouble.
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REPORTING CYBERBULLYING
 » What if you are being cyberbullied? Often people that are 
cyberbullied do not tell. 

 » Why do you think that is? (Elicit responses such as:)
 - Don’t want it to get worse.

 - Don’t want to be seen as a snitch.

 - Don’t want their technology taken away (#1 reason). 

 » One of the many reasons cyberbullying is a problem is because 
you can’t get away from it when you leave school; it can happen 
anywhere at anytime through technology. 

 » But cyberbullying will not stop on its own.  

 » If you or someone you know is being cyberbullied, you need to 
use Safety Rule #4, Talk It Up, and talk to a Safe Adult to get help. 

 » Telling a Safe Adult about cyberbullying is not snitching. It is being 
an Upstander and is often the best way to get help for yourself or 
someone else who is suffering.  

 » Here is how you can report cyberbullying:
 ____________________________________________________
 ____________________________________________________
 ____________________________________________________
 ____________________________________________________

 » It is important to know 
the school policy on 
cyberbullying.

 » Fill in the blanks on 
the script with the 
procedures students 
can use to report 
cyberbullying at 
school. 

 » In many schools and 
states, cyberbullying 
doesn’t have to take 
place at school for 
the school to get 
involved.

 » If it is impacting the 
learning environment, 
the school should 
intervene, however 
it is important to 
understand the 
school policy so 
you can properly 
educate students.
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ONLINE PREDATORS

 » This can be dangerous because there are strangers online who 
look for kids and teens to “get to know” for the purpose of abusing 
or exploiting them. This is called grooming.

 » Online predators are people who use technology to lure, 
manipulate, and abuse children and teens. 

 » They often use online gaming, social media, virtual reality sites, 
and apps to find kids and teens. 

 » Sometimes they pretend to be someone they are not, by using a 
fake profile to establish a relationship with you. They act like they 
are your age and like the same things as you. 

 » Other times, predators tell kids exactly who they are and how old 
they are and kids still become “online friends” because they don’t 
think the person can or will hurt them.

 » They gain your trust and may even send you gifts. And then, once 
a predator has your trust, they may exploit you and try to get you 
to do things you wouldn’t normally do. These could be things such 
as sending them inappropriate pictures, or meeting them in real 
life, which can have serious, dangerous consequences.

 » They may also send you sexually explicit or inappropriate images 
of people without their clothes on. This is called pornography.

 » If someone sends you pornography, or if you accidentally 
encounter pornography online, it is important to use Safety Rule #4 
to Talk It Up to a Safe Adult and ask them for help 

 » Many of these sites are set up so it is difficult to exit them. More 
and more sites will pop up as you try to close them and they often 
infect your computer with malware which harms your computer.

 » For these reasons, it is very important to understand that just as you 
know not everyone you meet in real life is a friend, not everyone 
you encounter online should be treated like a friend.

 » You should only be online friends with people you know in real 
life and this will minimize your risk of being targeted by an online 
predator. Choosing your online friends and choosing what to post 
are digital decisions that are important for everyone. You should 
think back to what you learned in Lesson 1 when faced with these 
decisions and use CTRL-ALT-DEL to help you make safe and smart 
decisions.

 » You should also remember your Safety Rules.
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ESSENTIAL REVIEW 

 » So, we have talked a lot about digital citizenship and digital safety.

 » Let’s do a thumbs up/thumbs down review. If you agree with a 
statement, show me a thumbs up, if you disagree, show me a 
thumbs down.

REVIEW STATEMENTS

1. If you post something online that you later think is not good for 
your digital reputation, you can always delete it. (Thumbs down/
False. Remember, everything you post online can be public and 
permanent.)

2.  Using good online etiquette, or good online behavior and 
manners is part of good digital citizenship. (Thumbs up/True)

3. How much you share online is as important as what you post 
online. (Thumbs up/True)

4. It is okay to be friends with someone online that you don’t know 
in real life as long as they are your age. (Thumbs down/False. 
You never know if someone is who they say they are in real life 
and it could be someone who is targeting you for abuse or 
exploitation.)

5. Using the 5 Safety Rules, along with remembering the 
responsibilities for being a good digital citizen can help you stay 
safe online. (Thumbs up/True)
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